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[ CVE-2026-21513] Microsoft MSHTML Framework Protection Mechanism
Failure Vulnerability (CVSS v3.1: 8.8)

[ EEEERWEEFH:RH] Microsoft MSHTML Framework {71F {RaEfH
SAURIE 0 BT BE B A P T e 7 B A R SRR AL R THRE o

[ CVE-2026-21525] Microsoft Windows NULL Pointer Dereference
Vulnerability (CVSS v3.1: 6.2)

[ B 5= ZREEERF:A%1])] Microsoft Windows Remote Access

Connection Manager {EEZEfatZfi#s [FHIRIE - mIRE e RN IE ST
At R I THET -

[ CVE-2026-21510]) Microsoft Windows Shell Protection Mechanism Failure
Vulnerability (CVSS v3.1: 8.8)



[ BEEEREESHIH:RAI]  Microsoft Windows Shell 177E RS KUR
> FTRE R ARSI RE I s i AR S L 2 TIRE

[ CVE-2026-21533] Microsoft Windows Improper Privilege Management
Vulnerability (CVSS v3.1:7.8)

[ EEEEZEEEEN H:A4%1] Microsoft Windows Remote Desktop Services
FHENEEREHERFE > 0] gt T CATENI B E AR -

[ CVE-2026-21519] Microsoft Windows Type Confusion Vulnerability (CVSS
v3.1:7.8)

[ EEE S ZEEEF K] Microsoft Desktop Windows Manager {#{F}H
RURE IR - TI8E e OIS T AR T RER -

[ CVE-2026-21514] Microsoft Office Word Reliance on Untrusted Inputs in a
Security Decision Vulnerability (CVSS v3.1: 7.8)

[ EEEERIEEFIH:RA]  Microsoft Office Word 7E 22 A5 KB R 7
BRI A ATEE AT ORI B T AR RER -

[ CVE-2026-20700] Apple Multiple Buffer Overflow Vulnerability (CVSS v3.1:
7.8)

U AR E RIS A1] Apple i0S ~ macOS - tvOS - watchOS f
visionOS FE{F R AR » ATAS fORF AL HIMES A HEIRAT SR E AT
RS -

[ CVE-2024-43468] Microsoft Configuration Manager SQL Injection



Vulnerability (CVSS v3.1: 9.8)

[ EEEEZEIEEN FH:A&4%1]) Microsoft Configuration Manager 77#{f SQL ¥
AR o R EpaE e n ik e n) B SRS AR BUEE 0K - N (EIREs B B
JREERE EEFTHES -

[ CVE-2025-15556) Notepad++ Download of Code Without Integrity Check
Vulnerability (CVSS v3.1: 7.5)

e GEEHREASAHRA]  Notepad++ {E(H] WinGUp Bz - 1F
FEARK e RNt A R (S N8RRI > A]AE SO T I B S I R e B A A ST
B MM MR TR R B

Bl B] fE E B e DA B RE PR B TE A S -

[ CVE-2025-40536]) SolarWinds Web Help Desk Security Control Bypass
Vulnerability (CVSS v3.1: 8.1)

[ EEEEREWEEF A RH] SolarWinds Web Help Desk {77E %A 412 ill4E
HRE > AT RE EF AR LB A I B E TR Z R INAE -

[ CVE-2026-1731]) BeyondTrust Remote Support (RS) and Privileged Remote
Access (PRA) OS Command Injection Vulnerability (CVSS v3.1: 9.8)

[ B EEEZEIEEFF: 2] BeyondTrust Remote Support (RS) and Privileged
Remote Access (PRA) {FAE/EE ARSI E AR ©
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[ CVE-2026-21513] /2% 'E 5 FiylnysZ 2R
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21513

[ CVE-2026-21525]) 525 E T FTY IR EhlA
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21525

[CVE-2026-21510] 3525 B JTATAIINSZERA
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21510

[ CVE-2026-21533] /2% 'E 5 FiylfysZ 2R
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21533

[CVE-2026-21519] FF&-5'E JT AT Y02 2R A
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21519

[CVE-2026-21514] FF2-5'E JT YA ZE A
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21514

[ CVE-2026-20700] /2% 'E T Fiyldys2 2R
https://support.apple.com/en-us/100100

[CVE-2024-43468] 55275 B iP5V BRA




https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43468

[ CVE-2025-15556]) B2 E AT EERA hitps://notepad-plus-

plus.org//news//clarification-security-incident/

[CVE-2025-40536] %24 B JTATAIMYEZERA

https://www.solarwinds.com/trust-center/security-advisories/cve-2025-40536

[CVE-2026-1731] 5E&% B JiF5 IRV EERA

https://www.beyondtrust.com/trust-center/security-advisories/bt26-02

[ E ]
[CVE-2026-21513] ‘B HRFERIEEE T - 55 ZAER A

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21513

[CVE-2026-21525] ‘B 5E#tHRFERLIEE T - 55 T ZAHR A

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21525

[CVE-2026-21510) ‘EJ Tt ¥RERRMEE TR - 5 5 2HERRA
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21510

[CVE-2026-21533] ‘B U HRFERRIEEE T > 55 EAER A

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21533

[CVE-2026-21519] ‘BT HIRFERRIEEE T - 55 ZAER A

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21519




[CVE-2026-21514] ‘B HIRFERIEEE T - 55 ZAER A

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-21514

[CVE-2026-20700] ‘E5E#t¥RFERIEE T - 55 T ZAER A

https://support.apple.com/en-us/100100

[CVE-2024-43468]) ‘EJjC.#t¥RIERTEE TR - 5 5 2AHERRA
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-43468

[CVE-2025-15556] B TS ¥RIEREHIEEEHr - 55 5o 2RI

https://notepad-plus-plus.org//news//clarification-security-incident/

[CVE-2025-40536] ‘B 5 HIRFERRIEEE R - 55 ZAER A

https://www.solarwinds.com/trust-center/security-advisories/cve-2025-40536

[CVE-2026-1731] ‘EFEsHERFRELER TN - 55 £ EAERIRA

https://www.beyondtrust.com/trust-center/security-advisories/bt26-02




